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COT Security Alert - Emails Using Sensationalism to Infect

The COT Security Administration has been alerted by McAfee Avert Labs of
emails circulating using sensationalism and the change in presidency as a social
engineering technique to lure recipients of the email into clicking on links that will
take them to an apparently legitimate website such as the one shown below.
The user's PC may then infected by W32/Waledac.gen.b or other malware.
These malicious sites may also be found on Internet searches.

Users are advised to use caution and to follow the Enterprise Internet and
Electronic Mail Acceptable Use Policy found at
http://technology.ky.gov/epmo/enterprise policies.htm . Users are advised never
to click on links in unexpected emails.

More information may be found at http://www.avertlabs.com/research/blog/.
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« Barack Obama has refused to be a president

posted January 17 08:02:56 PM

Barack Obama's inauguration that was planned on 20th .J
failure. On the Eve of Inauguration Day President-elect B:
declared that he is definitely HOT ready for this position. .
refused to be next president because he recognized inco
USA economy... CONTINUE READING



http://gotsource.ky.gov/docushare/dsweb/Get/Document-5282
http://gotsource.ky.gov/docushare/dsweb/Get/Document-5282
http://technology.ky.gov/epmo/enterprise_policies.htm
http://www.avertlabs.com/research/blog/

NOTICE: COT is providing this information so that you are aware of the latest security threats, vulnerabilities, software patches,
etc. You should consult with your network administrator or other technical resources to ensure that the appropriate actions for
these alerts are followed. If you are a network administrator and need additional information, please call the Help Desk at
502.564.7576.
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